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Learning Outcomes

Mapping Course Outcomes:
http://bpcc.edu/academics/syllabi/

Bossier Parish Community College
bus

Course Prefix and Number: CIT 279 Credit Hours: 3
Course Title: Information Assurance

Course Prerequisites: CIT 225

Textbook: Principles of Information Security 4th Edition. Michael Whitman. Course

‘echnology. 978-1-111-13821-9.

Lab Manual: Hands on Information Security Lab Manual 3rd Editon. Michael
Whitman. Cotrse Technology, 978-1-4354-4156-9

Supplemental: 8500.1 Marmal

Course Description: This course is an introduction to the field of Information
Assurance (Secunity). Vanious kinds of threats that might be faced
by an information system and the security lechmqmuudw fight
them are covered. Hacker methods, viruses, worms, bombs, and

Learning Outcomes

Learning Outcomes:
At the end of the course, the student wall

A, apply general Secwityelerments,

B. be able to work with network secunity issues,

C. be able 1o work with system security issues; and
D. be able o work with security assurance.

To achieve the leaming outcormes, the students will (The letter designations at the end of
each staterent refer to the leaming outcome(s).)

1. Leam the definition of Information Security, (A)
2. Leam the description of sec urity process; (&)
3. Leam how to describe threats to 1T assets, (&)

Learning Outcomes

Mapping to Program Outcomes
http://bpcc.edu/tem/

Associate of Applied Science in Information Network Specialist

‘The Information Network Speciali focuses. on the design and
computer networks and associated soware. 16 maximize productity in  ve production emiranment

e program prepares. indhiduals to function as entry level network specialists. and includes
instruction in operating systems and appiications: systms dasign and analysis; netwarking theary
and solutions. types of networks. netwark management and contral network and flow optimzation
secunty. configuing: and troubleshooting

Learning Outcomes

Recipeents of the Associate of Applied Science in Information Network Specialist wil have
demonstrated:

andto

entically read 3nd interpret tachmical iteratute

the abilty to crtically analyze computer network installation, maintenance, management and
enhancemen

working knawledge in local area networks, wide area networks, servers and other end-user
devices enabling graduates to crticaly analyze and react to new developments in their Seld

the wtization of mathematics to calect, analyze and interpre tochnical data collected through
et nd xpumatton, 0

of sotare i ‘secuity. and user accounts to
gain hands-on experience
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Learning Outcomes

Course Learning Outcome to Program Learning Outcome

This course is an intoduction 1 the field of Info

Assurance (Security). V arious kinds of threats that mightbe faced
byan system and the secuity tafight
them are covered. Hacker methods, viruses, worras, bombs, and
system vulnerabilities are descrbed with respect o the actions that
must be taken bya Network Manager to thwart them, Existing and
planned protection methods and defenses are mapped © the
mformation system threats and attacks. This course provides the
background for those individuals who seek skills in the areas of
Vetwork and Data Security, This course also is partof the cowses
required to get CNSS 4011 and CNSS 4012 cextifications

‘This couse is mapped to the following program outcomes
(AASINSS: 4,B,C.E. ARSINS: ABE . AASISAS: &)

Learning Outcomes:
At the end of the course, the stadent will:

& apply general Secwity elements,

B. be able to work with network secunity issues,
C. be able o work with system security issues; and
D be able o work with security assurance.

Timeline

Define
Outcomes

Revise Evaluate
Outcomes Outcomes

Determine
Methods for Refe
Improvement =

Timeline

Course Outcomes Faculty and
program advisory
Evaluated each efine board members

semester

Faculty and R Faculty/adjuncts
program 3

9 Outcomes- by teaching
advisory board ( Cend of next s
members Semester

Determine

Methods for

Improvement- Resu\!f; w!umm

Faculty within 3 weeks a week at the Faculty
of the next
semester course offering
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Timeline

Validation of Learning Outcomes
Introduction to Criminal Justice (CJUS 101)

Semaster: iom___ Time: Dars. Instructor:

Learning Outcome Summative Number of | Number of students | Percentage of
Assessmant | students whotook | who successfully | studemts who

the Summative | d e A
t | leaming the
lsaming outcom

The smdent

A Racognizaths mustscoras
importanca to criminal T0%orbetter
Justice of the first, fourth, | on specific
fifth, sixth, and founesnth | items related to
Amendments to the Unities
States Constimti

The srudent
B. ldentify leadingUnited | mustscores
States Supreme Court 70%orbetter
Decisions in relation to law | on spesific
enforcamantprocaduras | items relatad to
the learning

the learning

outcome.

The student
C. Describa the events mustscoren
leadingto landmack 70% or batter

decision establishing major | on specific
civilrights changes inlaw | items related to
enforcementsprocedures | thelearming
outcome.

The student
D. Describe majos systems | mustscorea
within the Criminal Jostice | 70%or befter

System on specific
items ralated to
the learming
outcome
Number of srudents Tass st beginna semestar:

Steategias for

Timeline

Program Outcomes Faculty and
program advisory

Evaluated each board members

academic year

Define

semester

Faculty and

program

advisory board pmes; te
members AP courses

Program advisory board
meets in spring
semester as needed

Determine
Faculty and Methods for A, Faculty and
a Improvement-
program TLpOYSTen week of the program
advisory board Y e ol next fall advisory board
members semester SSHESY members

Program advisory board
meets in fall semes
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Timeline

O System/Procedure requirements
O Flexible- data, analysis, text
Shared/Edited with multiple users

Used off and on campus
Secure
Simple

Minimum setup semester to semester
Printing format

Export abilities

o
o
o
o
O Easy to maintain
o
o
o
o

Inexpensive

Google

Free!

Integrated system (documents, gmail, calendar, picasa,
maps, voice)

Initially given 8 Gigs

Automatic saving
99.9% cloud uptime

Requirements for users: email address

Up to 50 simultaneous editors allowed at the same time,
200 viewers

Private, shared or public file storage
Constantly updated
Recovery system- view the history of the document

Documents similar to Word, Excel, PowerPoint

Google

O http://www.youtube.com/watch?v
3s574poHY&feature=related

I Tube] @ | s | e | 1A

Google Docs in Plain English

neasewsmicn | @ Subscibe || ratess -




Google

Google Docs Learning Outcomes instructions

Instructions for Leaming Outcomes fos CIT courses.
® s ¢
Instructions for Learning Outcomes for CIT courses 1

For each of your classes

:'t [Look o the Tabs on the spreadsheet to find your course ]
2|Click on the tab for your course to bing up the leaming

outcomes forthat course

3[For wach lsaming outcome, you il have 3 section number

and your last name under insiructor

Tiext 10 your name, compiete the information 1 the comns

for 18-day count, students evaluated and students

successtul. (Desenptions for each category may be found at

the end of each spreadshest)

5|Repeat nstruction d for each learnin

&[nce you have fmished the leaming ouicomes, enter af least
two sentences to determing how 1o make the course better
for future classes. This area is located at the end of the

7[You are now done with the learning outcomas! Thanks!

_ o P 3

Google

Training
Small groups (5-10)
Train
Administration
Staff
Faculty (those comfortable with the computer first)
Adjuncts
30 minutes to 1 hour
Handouts for all instructions
Snacks

Google

http://docs.google.com/

Learning outcome and assesment for Spring 2011 - CIT
Fe Est Vew man Fame Dms Toos Hep
BB T s ame w8 mAR

T 101 Notwrk Essactits

CIT 101 - Network Essentials
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Summative Assesument. Gul2 wih T0% o bacer

< Mopiins T " . ® 2 00% e

Summative Assemment: Widierm Exa veith 0% or botier
- Mopiins, T [ . 5 w00 waun
- Gumeel.0 £l ® ® w000% oz

+ = x i -




Google
Course outcome reflection and review

Changes needed to improve student success:

Hoplins. add a coupla o projects in the course

Gumeel: | thnk next semester | need to use Exam Cram as practice for the Network+_ | dont think the Measure axam that comes with the book
15 effectve enough. Alse | need to let the student practice for the Network+ earker and contie though out the class (Focus of practicing for the
Network+)

Changes needed to improve reten:
Hopkins: The students | talked to < iy they gl Teonly 51 30 becaues ey ok s lneoes Vo ey coul i Ha oottt
1 know dropped due ta the course work of class structur

Gumasl: | hink | need Lo pay very clos atlention to the Studhs tondance early and through out th class ke cyche, and try to callthose was
ok paticialng n he clast aad halp her fanaga hir Schchle a0 548 i hey hav ay 65u8s wih Iayout of e clacs

CIT 101 53 545 5325 97.82% 84.52%

Facuhy response from 9.9.2011: I the eight week class. Gumeel reparted that she stared earier with ExamCram 5o the students will have mare
time to practice with the assignments, quizzes, and adaptive drilis. Hapkins reported that there were and increased number of projects required
and hes started sending out emads eadier 1o make the class more pérsonal 1o the students. As a resull, Hopking reported that three students
that would have been suspended, cams back to class and are doing wall

Google

Course outcomes to program outcomes

Associate of Applied Science in Information Network Specialist
Leaming Gutcome A: clarity in verbal and writen communication to accurately convey techaical information and
1o critically read and interpret tachnical lterature:
Summativ Assosss wverage results from all Ioarning outcomes in the courses listod below

WEAT
(Classes in Leaning Outcome Anot offered this ssmester. CIT 221, 222, CWD 210)

Learning Ouicome B: the ability to critically analyze computer nefwork installation, maintenance, management
and enhancement;

Summative Assessment: Average results from all leaming outcomes in the courses listed below

CIT 101 63 545 5325 97 2% B4 52%

Summary

Start of the semester
First semester spreadsheet creation- 2-3 days
Copy and paste learning outcomes from posted master syllabi
ction and faculty for each in the semester
Faculty will need to complete the summative assessments along
Link courses with program outcomes
Future semester spreadsheet- 3-4 hours
Confirm learning outcomes and links are updated as needed
Enter the section and faculty for each course in the semester
End of the semester- 2-3 hours
Review the links/sums are correct for course and program learning outcomes
Copy and paste the course learning outcome comments into a summary page
Format data to print to PDF and share
Reflection updates to the program/course
Faculty reflection on each course/program- 1 hour each
Creation of summary page with all summary comments- 3-4 hours

12/4/2011
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Summary

Benefits

Faculty can enter data any time/ any where there is any
Internet connection

Once the information is entered and linked, just copy for
the next course/program offering

Faculty can see how all course sections are performing;
encourages collaboration

Disadvantages
Not a database

Links/sums can be changed accidentally and need to be
reviewed after faculty input their data

Still requires a review by all entities

Thanks!

Questions?




